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86%

of organizations
claimacomplete Al
inventory.

VS

59%

of organizations
have shadow Al
they can’t govern.

92%

feel their tools
effectively detect
vulnerabilities.

VS

70%

report Al-
generated code
vulnerabilities
already in
production.

87%

say they can
confidently identify
their greatest
business risks.

VS

46%

admit they waste
significant time on
vulnerabilities that
don't matter.

The gap between what security leaders believe and what
the data shows is what this report examines.
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Executive Summary

Al has crossed the threshold from experimentation to enterprise standard, and security leaders believe
they have itunder control. The data suggests otherwise with 90% of organizations claiming full visibility
into their Al footprint, while 59% simultaneously confirm shadow Al is present and ungoverned. If you
canseeit,why can'tyou controlit?

The Purple Book Community surveyed 650+ senior cybersecurity leaders across sevenindustries and
two continents. The leadersin this survey are not junior practitioners or early-careermanagers. They are
CISOs, VPs, Directors, and Security Architects with direct operational responsibility for enterprise
security programs. What they believe about their Al governance posture matters, and so does what the
datareveals about the gap between that belief and operational reality.

What emergedis a portrait of confident governance layered over persistent, structural blind spots: a
patternwe call "The Confidence Gap."
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A The Claim

The numbers suggest a mature posture. 86% of security leaders claim to maintaina complete Al
inventory. Nearly 90% believe they have visibility into Al data flows. And 8 3% say their existing security
tools effectively detect vulnerabilities in Al-generated code.

® The Reality

The outcomes tell adifferent story. Nearly sixin ten of those same leaders admit to the presence of
shadow Al. 70% report confirmed or suspected vulnerabilities introduced by Al-generated code. 73%
admit the pace of Al-accelerated development has made it harder for security to keep up.

The cross-tabulations make the gap concrete. 57% of organizations that claim a complete Al
inventory also admit shadow Alis presentin their organization.

The code vulnerability datais equally striking. 92% of organizations with confirmed Alcode
vulnerabilities in production say their security tools effectively detect those vulnerabilities. If the tools
work, how are the vulnerabilities reaching production? If the inventory is complete, where is the shadow
Alcoming from?

Il The Consequence

Security leaders aren'tlacking awareness. They're lacking the ability to convert that awareness into
governed action at the pace Aldemands. The resultis a widening gap betweenwhat teams know and
what they can control. As Aladoption scales, this gap between awareness and actionis becoming a
critical operational liability.

Thisreport maps The Confidence Gap across four core dimensions: Shadow Al and Data Exposure, Al
Inventory and Governance, Al-Generated Code and Detection, and Tool Fragmentationand
Prioritization. These findings come from the practitioners on the front lines, the leaders who must close
the gap beforeitbecomesabreach.
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Key Takeaways:
The Real State of Al Risk

The Governance Velocity Problem

While 86% of security leaders claim to have a "complete Alinventory," 59% simultaneously admit to the presence of
shadow Al. The most likely explanationis not that organizations are blind to what's happening. It's that they can see
the unsanctioned usage but cannot governit at the pace it's growing. Organizations are governing what they've
approved while the ungoverned perimeter expands faster than policy can follow.

Shadow Al is the New Enterprise Standard

With over 61% of North American enterprises reporting unapproved Alusage, shadow Al has officially transitioned
from afringe concernto the majority condition. The ease of "credit card" or "free-tier" Aladoption has bypassed
traditional procurement and security gates.

Al Velocity is Creating a Security Debt Crisis

Alhasn'tjustimproved developer productivity; it has fundamentally broken the traditional security review cycle.
With 73% of teams unable to keep pace and 70% already seeing or suspecting Al-generated vulnerabilities in
production, the "speed of code" is now faster than the "speed of trust."

Tool Sprawlis Actively Lowering Security Posture

With 51% of enterprises running 11 or more distinct security tools, fragmentationis the rule, not the exception. Yet
more tools are not producing more safety. 82% say managing findings across disconnected tools significantly
hurts their ability to prioritize and remediate. And 46% admit they waste significant time triaging vulnerabilities that
ultimately don't matter while critical risks hide in the noise. The stack keeps growing. The signal keeps shrinking.

©2026 Purple Book Community. Alrights reserved. M



The Al Adoption Surge

Alhas moved from pilot programs to production pipelines. Itis no longer an emerging technology. Itis
a standard capability embedded in how softwareis built, tested, and deployed.

Among the 650+ security leaders surveyed, 66% report extensive or pervasive Aluse in their software
development processes, including coding assistants, code generation, and automated testing.
When moderate usageisincluded, the figure climbs higher still, confirming that Al-assisted
developmentis now the normacross industries and company sizes.

The next frontieris already here. 78% of enterprises report they have deployed or are actively piloting
agentic Al - systems that take autonomous actions, execute code, andinteract with systems without
human approval foreach step. While 70% report having formal security review processes foragentic
Al, and the majority claimvisibility into agent permissions, these governance frameworks are being
built for pilot-scale deployments. Whether they hold as organizations scale from five agents to five
thousand remains an open question.

This adoption surge creates a security challenge notbecause Alisinherently dangerous, but because
the speed of adoption has outpaced the ability of security teams, governance frameworks, and
existingtoolingto act onwhat they cansee.

©2026 Purple Book Community. Alrights reserved. ‘
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When asked torank theirtop three concerns about Alusage, security leaders identified a clear hierarchy of risk. The results
show a focus on data and vulnerability over theoretical risks like prompt injection and adversarial attacks:

1. Sensitive Data Exposure
Top Al Concerns: Ranked #1

The undisputed top concern, ranked as
Q8: "What is your single greatest concern about Alusage?" (648 respondents)

the top priority by 28.7% and cited in the
top three by 64.4% of security leaders.

Sensitive dataexposure T ? 8 . 7 %

2. Al-Generated Code Vulnerabilities Al-generated code 9.19%

vulnerabilities

Ranked as the top concernby 19.1% and
appearinginthe top three for 49.1% of

Compliance /

(o)
regulatory risk 15.1%

.
respondents.
Shadow Al/ungoverned G 11.9%
3. Compllance/Regulatory Risk Agentic Alunauthorized e——— S—— 1%
. . o
Citedinthe top three by 49.7% of Supply chainrisk from Al S 4%
respondents.
Lackof Alinventory o 4.3%
Promptinjection/
adversarial attacks == 2.5%
Nearly Tin 3 security leaders ranked sensitive data exposure as their #1 Alconcern, more than
the nexttwo concerns.combined.
4 ™

Security leaders aren't worried that Aldoesn't work. They're worried about what happens when it works beyond
their ability to governand act onit. Every top concern points back to the samerootissue: the gap between
awareness and action.

INDUSTRY SPOTLIGHT: Financial Services — The Cautious Heavyweight

Financial services organizations, traditionally among the most aggressive adopters of cutting-edge security
technology with the largest cybersecurity budgets of any sector, are taking a notably conservative posture on Alin
development. Financial services respondents were among the lowest across allindustries in reporting extensive or
pervasive Aluse in their software development processes. Thisisn't alack of awareness; it is deliberate caution. Ina
sectorwhere a single hallucination could result in millions of dollars in erroneous transactions or regulatory fines,
financial service organizations are treating Al as a high-stakes tool that requires more thanjust a "vibe" to secureit.
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Shadow Al and the
Data Exposure Problem

If the previous section established the scale of Aladoption, this sectionrevealsits ungoverned
underbelly.

59% of global security leaders confirm or suspect that employeesin their organizations are using Al
tools that IT and security have not approved orreviewed. More than one infour (25.9%) say itis
definitely happening, and another 32.6% say it is probably happening. Shadow Alis not a theoretical
concern ora problem limited to a handful of rogue developers. Itis the reported experience of more
than half of the enterprises surveyed.

. . (o)
Shadow Al: The Full Picture 599
Q6: Employees use Al tools that IT/Security has
not approved. confirm or suspect shadow Al
58.5% confirmed or suspected
@ Definitely happening (168) @ Probably happening (211) Probably not (121)

Definitely not (109) Unsure (39)
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The Confidence Gap

The Confidence Gapis the central pattern this report documents: the consistent, measurable distance between
what security leaders believe about their cybersecurity programs and what operational evidence reveals about
those programs' actual performance.

The most striking finding in this survey is the disconnect between perception and outcome. When asked about
visibility into corporate data shared with Al, nearly 90% of respondents expressed conviction (44.9% Strongly
Agree /44.8% Agree) that they can see what datais flowing to Al systems.

But conviction and outcomes are not the same thing. If 0% truly had full visibility into Al data flows, the shadow Al
number should be farlower than 59%.

There are two ways to read this tension. Some organizations genuinely have visibility into their sanctioned Al tools
but haven't yet extended that visibility to unsanctioned usage. For them, the gap is between what they've approved
and what they haven't. Others may be overestimating their visibility entirely. In either case, the outcome is the same:
shadow Alis present, growing, and not yet governed.

Thisis the Confidence Gap applied to Algovernance. Whether organizations can see the problem ornot, they
cannotactonitatthe paceit's growing. The developerwho pastes proprietary code into an unapproved coding
tool. The marketing teamusing an Al platform that was never security-reviewed. The analyst who uploads financial
models to afree-tier Al service. Security teams may be aware these things are happening. The questionis whether
they can governthem before the data has already left the building.

Regional Nuance: The Speed of the West vs. The Rigor of the East

Shadow Alis a global phenomenon, but the datareveals a distinct regional splitin how Al is entering the enterprise.
North American organizations are significantly more likely to report shadow Al (61.5%), reflecting a culture of
decentralized, bottom-up adoption where speediis prioritized over centralized gatekeeping. Reported shadow Al
in Europe is notably lower (48.8%), likely driven by more mature regulatory discipline and the looming shadow of the
EU Cyber Resilience Act.

THE DATA LEAKAGE REALITY CHECK

The Confidence Gapisn'tjust a statistical curiosity; it represents a massive data exposure surface. Security
leaders aren't lying when they claim visibility - they genuinely believe they have it. The dangerliesin the fact that
their ability to act ends exactly where the most significant risks begin: outside their governed perimeter. They can
see the sanctioned Al. They can't govern the rest fast enough.

©2026 Purple Book Community. Alrights reserved. M



The Al Inventory Gap

If shadow Al represents the tools organizations haven't governed, the Alinventory gap represents
the models they haven't fully catalogued, even among the Al they think they've accounted for.

86% of security leaders agree or strongly agree that their organization maintains a complete
inventory of all Almodels and toolsinuse. Onthe surface, this appears encouraging. But measured
against the shadow Al finding (59% confirming or suspectingungoverned Alusage), it reveals a
definitional gap.

INSIGHT

Organizations are inventorying the Al they have procured, not the Al theiremployees are actually using. Aninventory
that doesn't account forunsanctioned usageisn't complete - it'sjust a snapshot of what's been approved.

©2026 Purple Book Community. Alrights reserved. M
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The challenge becomes more acute when organizations look beyond the tools they've directly deployed. Only
6.2% report limited or no visibility into which Almodels are embedded within their applications, including third-
party and open-source models, meaning the vast majority believe they have at least partial visibility into
embedded Al. Whether that confidence withstands the scrutiny of a full auditis the question this report continues
to probe.

Onthe emerging frontier of Alintegration, 72.7% of organizations claim to be actively tracking and governing
MCP (Model Context Protocol) servers or similar frameworks. MCP is an emerging standard that allows Al agents
to connectwith and take actions across enterprise systems, tools, and data sources, effectively giving Al a
structuredinterface to the rest of yourtechnology stack. As thisintegration layer grows, it becomes a critical and
oftenunderexamined governance surface.

Ondeployment notification, the data shows strong process adherence: only 1.9% of security leaders report that
their security teamisrarely or never notified before new Almodels or Al-powered features are deployed to
production. The vast majority have notification processesin place, though the shadow Al data suggests these
processes may not capture the full scope of Al entering the environment through unofficial channels.

INDUSTRY SPOTLIGHT: Healthcare — The Regulated Leader

The highly regulated healthcare industry stands out as the most confident inits Alinventory capabilities,
with 93% of respondents agreeing they maintain a complete inventory of Almodels and tools. Healthcare
organizations also lead all sectorsin actively tracking and governing MCP servers. This likely reflects the
muscle memory developed through decades of strict regulatory compliance under HIPAA and HITECH.
When yourindustry has spent years building governance infrastructure for protected healthinformation,
extending that framework to Alassets comes more naturally.

INDUSTRY SPOTLIGHT: Financial Services — A Notification Paradox

Despite theirreputation forworld-class cybersecurity teams, financial services organizations show a notable
gap inone specific area: security teams in financial services appear more likely than their peers to report not
being notified before new Almodels or Al-powered features are deployed to production. This creates a
paradox foranindustry that prides itself on security rigor. The technology is moving faster than the
governance process, and even well-funded security teams are being left out of the deployment
conversation.

©2026 Purple Book Community. Alrights reserved. M



Tool Fragmentation
and the Prioritization
Crisis

The preceding sections have documented The Confidence Gap: leaders at organizations who can
see shadow Al but cannot governit fast enough. Who detect Al-generated vulnerabilities but find

themin productionratherthaninthe pipeline. Who have processes but are deploying Al faster than
governance canscale.

This section examines the infrastructure underlying that confidence - the security toolingitself - and
reveals why the gap persists.

©2026 Purple Book Community. Alrights reserved. ‘
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The Fragmentation Problem

The average enterprise security stackis not a platform. It's a patchwork. Organizations deploy separate tools for
application security testing, vulnerability management, cloud security, container security, and now Al security, each
generatingits own findings inits own format with its own severity scoring.

The datareveals a staggering level of tool sprawl: 51.5% of all organizations use 11 or more distinct security scanning and
vulnerability management tools. Evenin the mid-market (1,000-5,000 employees), 47.4% are juggling 11+ tools. Large
enterprises (20,000+ employees) report an estimated median of 8 tools, but nearly half still operate in the double-digit
toolrange.

Security Tool Sprawl

Q19. Number of distinct security scanning tools per organization

32.3%
28.7%

13.9% Gt 51.5%

7.6%%
l use 11+ distinct security tools
50+

1-5 6-10 11-20 21-50

Distinguishing Signal from Noise

Fragmentation doesn'tjust create operational complexity. It destroys the signal that security teams need to survive. 81.6%
of respondents admit that managing findings across disconnected tools significantly impacts their ability to prioritize and
remediaterisks.

Despite this, The Confidence Gap persists: 87.2% of leaders claim they can confidently identify which vulnerabilities pose
the greatest businessrisk. The cross-tabulationis revealing: 71% of respondents simultaneously claim they can
confidently identify business risk AND say that tool fragmentation significantly hurts their ability to prioritize. Both cannot
be fully true at the same time.

Thereality tells a different story: 46.3% of security teams admit they waste "significant time" triaging and remediating
vulnerabilities that ultimately do not matter.

©2026 Purple Book Community. Alrights reserved. ‘



Vibe Coding — Code
You Didn't Write

Vibe coding has aname now because it has a problem now. Developers are no longerusing Alas an
occasional assistant. They are generating substantial portions of production code through Al tools,
often with minimal manual review, and shipping that code at a pace that security teams were never
designedto absorb.

The security implications are significant. 73.1% of security leaders agree or strongly agree that the
pace of development has accelerated due to Al coding tools, making it harder for security to keep up.
Speedis the feature that Al coding tools sell, but speed without security review is risk accumulation.

©2026 Purple Book Community. Alrights reserved. ‘
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The Detection Delusion

Throughthislens, the Confidence Gap shifts from visibility to efficacy. Respondents acknowledge the pace struggle,
yet maintain a curious optimism about theirtooling: only 5.7% of respondents believe their existing security tools are
ineffective at detecting Al-generated vulnerabilities. The vast majority believe their current AppSec stackis up to the
task.

The 70% Reality Check

The survey data delivers a sharp correction to this optimism: 70.4% of organizations report confirmed or suspected
security vulnerabilities that were introduced by Al-generated code into their production systems. Seven out of ten
enterprises have already witnessed the consequences.

Theissueisn't whethertools detect. It'swhen. Organizations that report both tool confidence and confirmed production
vulnerabilities aren't necessarily contradicting themselves - theirtools may be finding the vulnerabilities, just in production
ratherthaninthe pipeline. Detectionis happening after the damage is done. When 92% of organizations with confirmed Al
vulnerabilities in production simultaneously say theirtools effectively detect those vulnerabilities, it suggests the tools are
catching up to code that has already shipped. The gap isn't detection capability. It's detection timing.

THE SHIFT-LEFT IMPERATIVE FOR Al CODE

When 92% of organizations with confirmed Al vulnerabilities in production say their tools effectively detect those
vulnerabilities, the tools aren't failing. The timeline is. Detectionis happening after the code has shipped. Inaworld
where Al generates code faster than security canreview it, a tool that works isn't enoughif it works too late.

Thisis the shift-left argument applied to Al-generated code. The tools may work. Butin a world where Al accelerates code
generation faster than security canreview it, "working" isn't enoughif the detection happens after deployment.

INDUSTRY SPOTLIGHT: Financial Services — The Detection Gap

Financial services respondents reported a higherrate than mostindustries indicating their existing security tools do not
effectively catch vulnerabilities in Al-generated code. Financial services are the canary inthe coal mine. Because their
environments are so highly targeted and theirregulatory requirements so strict, they are the first to realize that their
legacy security stackisn't keeping pace with the nuances of Al-generatedrisk.
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Conclusion: From
Confidence to Clarity

THEMOST ACTIONABLE FINDING IN THIS REPORT

Organizations don't need more tools orheadcount; they need context. When nearly half of yourteam's effortis
wasted onirrelevant noise, the solutionisn't another scanner — it's a system that can distinguish between a

technical vulnerability and a true business risk, and enable teams to act on what actually matters. The same
fragmentation problem that obscures vulnerability signals today will only compound as Al introduces new tools,
new agents, and new attack surfaces fasterthan any disconnected stack can track.

The datainthisreport tells a consistent story: confidence is outpacing the ability to act. Across 650+
respondents, we have documented The Confidence Gap:

90% of leaders claim visibility into data shared with Al, yet 59% confirm or suspect shadow Al.
92% of leaders believe their tools work, yet 70% have vulnerabilities in production.
8/% of leaders say they can prioritize their greatest risks, yet 46 % waste their time onirrelevant noise.

86% of leaders claim complete Alinventories, yet 57% admit shadow Al is present.

The organizations that win the Al race willnot be the ones with the most tools or the biggestinventories. They will be the
ones that bridge this gap - by building the connective tissue between awareness and action, between detection and
governed outcomes, between what they can see and what they can control.

The question for every security leaderis nolonger "Do we have governance?" The data from this survey shows that most
believe they do. Thereal questionis: "Can our governance keep pace with the rate of Aladoption? And could it withstand
the scrutiny of a shadow Al audit or, at worst, a breach?”

If the answer is "l don't know," it's time to move from confidence to clarity.

The following pages outline where you can start.

© 2026 Purple Book Community. All rights reserved.
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Looking Ahead: Three Questions the Data Raises

The findingsinthisreport capture amomentin time: the early enterprise phase of Aladoption. The trajectory suggests the
Confidence Gapis more likely to widen before it narrows.

From Shadow Al to Autonomous Action

The governance challenge has already expanded beyond unsanctioned Al tools. With 78% of enterprises piloting or
deploying agentic Al, autonomous systems are now taking actions across enterprise environments rather than simply
assisting humanusers. The security questionis no longerjust what employees are doing with Al. It is also what Al systems
are doing on behalf of the enterprise. Organizations that struggle to inventory Altools today may already struggle to
inventory autonomous actions.

From Al-Assisted Code to Al-First Development

/0% of organizations already report Al-generated vulnerabilities in production, and 73% say development velocity is
outpacing security capacity. These numbers represent the early stage of Al-assisted development. As developers shift
from Al-assisted coding to Al-first development, security review processes designed for human-authored code will face
a structural mismatch with developmentreality. The industry conversation willmove from "shift left" to

"automate everywhere."

From Emerging Practice to Regulatory Expectation

Regional differencesinreported Shadow Al already suggest the early influence of regulatory environments. As global Al
regulation matures, organizations will face increasing expectations to demonstrate inventory, oversight, accountability,
and evidence of continuous monitoring across their Al footprint. The Confidence Gap documentedinthisreportis likely to
become aboard-level and regulatory concern, not just an operational one.

The Confidence Gap s a natural byproduct of rapid technological change. Closing it will be one of the defining security
challenges of the Al era.
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What the Datais Telling Us

Four Things to Do Differently

These recommendations are drawn directly from the findings. They are organized around what the data suggests is most
consequential. Not what a consultant would prescribe for anideal state, but what the gap betweenreported confidence
and actual capability most urgently calls for.

Audit What You're Actually Governing, Not What You Approved

The Alinventory gap - 86% claiming complete inventories while 59% believe shadow Al is present - pointsto a
definitional problemin most Al governance programs. Approved tool lists capture what security said yes to. They
do not capture Al-enabled features added to existing SaasS tools, employee use of personal Alaccounts, or Al
capabilities embedded in development environments. Conduct quarterly discovery scans for Al tool presence
across your environment, not just reviews of your approved list.

For security leaders: Redefine "complete inventory" to mean continuously discovered Al presence, nota
static approved ist.

For security teams: Treat Al feature discovery within approved tools as a routine hygiene task, not a one-time
assessment.

Redesigh Code Review Processes for Al-Generated Code Volume

The gap between 83% confidence in detection tools and 70% incident rates is not primarily a tooling problem -
itis a volume and velocity problem. Al-generated code arrives faster thanreview processes designed for
human-authored code can absorb. Security review workflows that require three days fora 500-line pull request
are not equippedtoreview 5,000 lines of Al-generated code daily. Redesignreview processes for Al velocity:
automated pre-commit scanning, Al-specific rule sets forcommon generation patterns, and security gates that
scale with code volume.

Practical question to ask your team: If a developer accepts 100% Al-generated code for a new feature
without manual review, at what stage does your current process catch a vulnerability ?

© 2026 Purple Book Community. All rights reserved.




Make Al Security Someone's Job, Not Everyone's Assumption

/3% of respondents say Al-accelerated development velocity is outpacing their security capacity — but
velocity is not the root cause. The root cause is that responsibility for Algovernance is often distributed across
teams without clear ownership. When a vulnerability introduced by Al-generated code reaches production, who
isaccountable? When an agentic system behaves unexpectedly, who investigates? In most organizations, the
honest answeris: it depends, or: whoever notices first.

Distributed accountability is a polite name for no accountability. Designate named owners for Al security
domains (e.g., Altool governance, Al-generated code review, agentic system oversight) and make those
ownership assignments explicit, notimplied.

Practical test: For the last Al-related security incident your team dealt with, how long did it take to establish
who owned the response? That duration is a proxy for your ownership gap.

Treat Developer Al Education as an Ongoing Security Function,
Not a One-Time Training

59% of security leaders believe shadow Al is probably or definitely happeningin their environments. Not
because theirdevelopers are reckless, but because the boundary between sanctioned and unsanctioned Al use
is genuinely unclearto many of them. A developerwho pastes sensitive APl keys into a public Al chatinterface to
debugfasteris not malicious; they may simply not know the risk.

Security teams that communicate Alboundaries once at onboarding and move on are creating the conditions
forthe shadow Al problem they are measuring. Treat Al security education as a continuous, practical function:
regularupdates as the tool landscape changes, role-specific guidance for developers versus architects versus
managers, and two-way channels so teams can ask what is andisn't allowed without fear of penalty.

The goalis not compliance through policy. Itis judgment through understanding. A developer who knows
why a boundary exists is more likely to respect itin the ambiguous situations no policy can fully anticipate.
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A Quick Self-Assessment: Four
Questions Worth Asking Out Loud

The questions below are not a maturity framework. They are a pressure test. Use themto open a team discussion, frame a
board briefing, or gut-check your current program against the patterns this report documents. There are no right answers,
only honest ones.

1. Ifanemployee used a personal Alaccount to work on a project involving sensitive data, would your current inventory
and monitoring processes detect it?

2. Howlongwould it take a vulnerability introducedin Al-generated code today to be detected, attributed to Al
generation, and thenremediated?

3. Foreach Al security domainin your environment - tool governance, code review, agentic system oversight - canyou
name the personwho owns it and what they are accountable for?

4. When did you last update yourteam's guidance on which Altools and practices are and aren't permitted? Has the tool
landscape and usage changed meaningfully since then?

Survey Demographics

Role Distribution

Respondent Role

Director of Security/AppSec/ 52.5% (325)

Whatbest describesyo :
fibes your Product Security

currentrole? (n=619)

CISO/CSO 34.7% (215)
VP of Security 10.3% (64)
Security Architect 2.4% (15)
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Industry Breakdown

Industry

Which primary industry is
your organizationin?

Software/Technology

Manufacturing

45.2% (280)
16.8% (104)

. . . o
(n=620) Financial Services 15% (923)
Healthcare 9.7% (60)
Retail/E-commerce 9.5% (59)
Hospitality/Entertainment 2.4% (15)
Insurance 1.5% (9)
Organization Size
Company Size
Hov.vmanyempk.)ye.es 49.5% 1.000-4.999 49.5% (321)
areinyour organlzatlon?
(n=648) 5,000-9,999 26.9% (174)
10,000-19,999 11.7% (76)
1.9%
26.9%

20,000+ 1.9% (77)

N.7%

Geographic Presence

Geographic Presence

Where does your organization
primarily operate?
(n=647)

@ Primarily North America 48.2% (312)

@ CGlobal Operations 22.1% (143)

& NAandEurope 17.3% (112)

Primarily Europe 12.4% (80)

© 2026 Purple Book Community. All rights reserved.
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Survey Methodology

The Purple Book Community conducted thisresearchin partnership with Centiment between December 19,2025 and
February 13,2026; surveying more than 650 senior cybersecurity decision-makers, including PBC’'s members.

Respondent Profile: Allrespondents hold director-level positions or above, including CISOs and CSOs, VPs of Security,
Directors of Security/AppSec/Product Security, and Security Architects.

Industry Representation: Respondents represent organizations across Financial Services, Healthcare, Insurance,
Software/Technology, Retail/E-commerce, Manufacturing, Hospitality/Entertainment, and other sectors.

Company Size: The survey includes organizations ranging from 1,000 employees to more than 20,000, with balanced
representation across midmarket, enterprise, and large enterprise segments.

Geographic Distribution: Approximately 60% of respondents are basedin North America and 40% in Europe, enabling
region-specific analysis.

Survey Design: The 26-question survey was organized into six sections: Demographics & Firmographics, Al Adoption &
Shadow Al, Al Inventory & Governance, Vibe Coding & Al-Generated Code, Agentic Al & Autonomous Systems, and Tool
Fragmentation & Unified Exposure Management. Questionsincluded Likert-scale assessments, categorical selections,
andranked-choice prioritization exercises.

Analysis Methodology: Simple percentage calculations were used for single-response questions. Forranked-choice
questions, inverse-rank weighted scoring was applied (Rank 1= 3 points, Rank 2 = 2 points, Rank 3 = 1 point). Results are
presented using both "ranked #1" percentages and "citedin top 3" selectionrates to provide multiple lenses on
prioritization. Cross-tabulations by geography, industry, and company size were conducted to identify notable variations
across segments.

Limitation: This survey measures self-reported beliefs and practices. The “Confidence Gap” documented throughout this
report reflects the systematic difference between how respondents describe their programs and what operational
indicators suggest about those programs' effectiveness. Self-reported datais subject to social desirability bias,
definitionalinconsistency across respondents, andrecall limitations. Findings should be interpreted as directional
indicators of industry-wide patterns, not precise measurements of individual organizational capability.
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